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DATA PROTECTION POLICY

RESPONSIBLE : Operations Manager

DEFINITION :  Data Protection (personal information) aims of the management system.

Data Collection

Assesmont obtain information (eg contact, bank, ID, training & health records) from stakeholders
(primarily customers, suppliers & employees) in order to supply a quality service.

We retain the minimum necessary data for our business, we use this data fairly & we keep it secure.

We require your active consent (opt-in) before recording any information about you, unless required
for contractual or regulatory purposes.

Should we suffer a Data Breach, we will communicate the scope of the breach to the Data Protection
Regulator within 72 hours & to affected individuals (Data Subjects) within 30 days.

On request, we will:
a) Explain why your Personal Data was collected, how it is used & how long it will

be stored [The right to be informed];

b) Supply a copy of your Personal Data (free of charge) within 30 days [The right
of access (SAR - Subject Access Request)];

c) Quarantine disputed Personal Data until any discrepancy is resolved [The
right to restrict processing & the right to object];

d) Correct inaccurate Personal Data within 30 days [The right to rectification];

e) Manually check decisions that were taken automatically by computer [Rights
in relation to automated decision making and profiling];

f) Supply your Personal Data electronically to facilitate transfer between
organisations [The right to data portability];

g) Erase your Personal Data, provided it is no longer required by the company
[The right to erasure (right to be forgotten)].

The policy and procedures described in the Quality Manual conform to the requirements of the
General Data Protection Regulation (GDPR).

Date: 9t May 2023

Signed: ! {_}; —

Managing Director
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How to comply with GDPR
There are 7 key steps the company will follow in order to comply with GDPR.

1. Appoint a Data Protection Officer — Operations Manager

The Operations Manager will be appointed as the company data protection officer/GDPR
Implementer due to her close working with the key personnel and having access to
company/staff records. She will have overall responsibility for how data is processed within
the organisation, and will be responsible for ensuring all of your staff are following both
legislation and internal processes and policies.

2. Review GDPR

Operations Manager has familiarised himself with the GDPR requirements and has plenty of
experience with GDPR and with data protection in general. This will allow her to have a
understanding of the unique nature of the organisation and how GDPR will affect it.

3. Information audit

The GDPR implementer will ensure that the information the company has is kept secure and
only accessible by appointed persons only. Also record keeping shall be maintained with the
following points maintained as per the GDPR requirements:

+ what data Assesmont collect

* why Assesmont collect the data
* how Assesmont collect data

*  how it used

* whereitis stored

* who has access to it

* how itis protected

* how long Assesmont store it.

The GDPR implementer will need this in order to ensure that Assesmont collection methods
are compliant and that Assesmont are not storing data we do not reasonably need.

4. Determine your lawful basis for processing data

The ICO has outlined six lawful bases for processing most customer data:

+ Consent

+ Contract

* Legal obligation
« Vital interests

«  Public task
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* Legitimate interests

There are separate legal bases for processing ‘special category’ data (data that includes
ethnicity, religion, sexual orientation, genetic, biometric and health data) and criminal offence
data.

All six may not apply to Assesmont, it is likely Assesmont will only be concerned with consent,
contract, legal obligation, and legitimate interests.

‘Consent’ describes a scenario where you have explicitly requested and been granted
permission from the customer to use their data in a certain way.

‘Contract’ describes where you must process customer data in a certain way to fulfil your
obligations under a contract you hold with the customer.

‘Legal obligation’ describes a requirement placed upon you to process customer data in a
certain way in order to comply with a law or regulation.

‘Legitimate interests’ describes your use of customer data in a way your customer would
expect, in order to meet the needs of either yourself or a third-party, as long as it does not
invade your customer’s privacy or where the same outcome could be achieved another way.

The GDPR implementer will assess the fine details of the lawful bases and determine which
ones will best protect the organisation while also minimising the impact on its operations.

Depending on which legal bases Assesmont determine are appropriate for the organisation,
the Operations Manager may need to update the data collection processes.

5. Implement processes

Assesmont need to ensure that the required processes in place. For instance, GDPR grants
certain rights to your customers, including:

* The right to be informed — you must provide people with information about your processing of
their data, usually in the form of privacy notices

* The right of access — customers have a right to see what data you are holding that relates to them
* The right to rectification — you must correct a customer’s data where it is incorrect

* The right to erasure — customers have a right to request that you delete any information you are
storing that relates to them

* The right to restrict processing — customers have a right to ask that you only process their data in
certain ways

* The right to data portability — customer data must be made available to be transferred to other
data processors

* The right to object — customers can request that you stop processing their data entirely

* Rights in relation to automated decision making and profiling — customers can request that their
data is not used by these kinds of automated systems
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Another key process you will need to implement is Data Breach Notifications; if a breach
occurs, the Operations Manager may have to notify the ICO within 72 hours, and in certain
circumstances Assesmont will have to notify any customers affected by the breach.

6. Establish documentation

Assesmont should keep extensive records of the data processing, including ongoing records of
the purposes behind the data processing; who we’ve shared data with, why and how; and
what data Assesmont have kept and for how long.

The ICO can ask for these records at any time, so it’s important to keep them up-to-date.

7. Implement training and policies

One of the requirements of GDPR is that everyone is aware of their data protection
responsibilities.

Providing your staff with data protection training ensures that they know exactly how to
process the data they work with, as well as how to protect it. This can include security best
practices, such as securing electronic devices with strong passwords, encrypting digital media,
or ensuring that hard copies of data (such as printouts) are securely stored. It can also include
what they need to do if they receive a request related to a customer’s rights under GDPR.

Data protection policies act as a resource that staff can refer to when they are not being
trained. If there is no-one readily available to help them resolve a data protection issue, a
policy can give them the guidelines they need to ensure the data remains safe. It also means
they have access to up-to-date guidance at all times, and that their responsibilities are clear
and easy to understand.

Our customers will also need easy access to a privacy policy that makes it clear how their
information is being used, which lawful bases Assesmont are using to process their
information, and how we can exercise their rights under GDPR.
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